Entry-Level Cybersecurity Analyst

GM SARL - Tangier
Cybersecurity Specialist Dec 2020 - Dec 2024

Configured SPF, DKIM, and DMARC for over 20 domains.
Reduced phishing attacks by 90% via hardened configurations.
Led cybersecurity awareness training sessions.

Provided technical support for email marketing campaigns.

EcoSmart Business — Béni Mellal

Web Security Intern Aug 15,2019 - Feb 2, 2020

Built secure websites with SSL, XSS, and SQLi protection.
Participated in vulnerability auditing.
Collaborated with design & dev teams.

ISTA NTIC - Béni Mellal

System Admin Intern July 1,2019 - Aug 8, 2019

Managed IT infrastructure and provided user support.
Monitored system security and network availability.

Cosumar - SUTA Factory, Ouled Ayad
IT Intern (x2) June-Aug 2017

Mar—May 2019

Assisted in managing the factory’s IT network.
Workstation setup and IT documentation.
Supported end-users.

FerLio — Casablanca
IT Intern Aug 1 - Nov 30,2018

C# and SQL Server programming.
Worked on use case modeling and .NET MVC projects.
MERISE method implementation.

SUPEMIR - Casablanca, Maroc 2025
Master’s Degree in Communication Systems, Data Centers &
Cybersecurity

Continuing education program focused on advanced cybersecurity:
networks, audits, data centers, and systems.
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-Casablanca, Morocco (Open to
remote)

-https://imadouguahi.me

++212 613 833 197
-ouguahii@gmail.com
-https://www.linkedin.com/in/imad-
ouguahi-423aba152/
-https://github.com/TH3-HUNT3R

- HTB CWES — Certified Web
Exploitation Specialist

- CRTA — Certified Red Team
Analyst

- ISO/IEC 27001 Associate —
Management de la Sécurité de
I'Information

+ Fortinet NSE 1 & NSE 2 -
Network Security Expert

- 3rd Place — National CTF
Competition

- Cambridge English PET
(Preliminary English Test)

Cybersecurity:

- Pentest

- Red Team

- Sécurité Web
- Vulnérabilités
- Hardening

- Email sécurisé

Tools:

- Metasploit
+ Burp Suite
- SQLMap
- Nmap

- Nikto

- Maltego

- Hydra

- Nessus

Languages:
- Python

- Bash

- SQL

- PHP

- HTML/CSS
- C/C#

Systems:
- Linux / Windows / MacOS
- VirtualBox



Faculty of Science and Technology — Settat, Morocco 2020
Professional Bachelor's Degree in Cybersecurity

Covered fundamentals of cybersecurity: cryptography, network
security, OS security.

ISTA NTIC - Béni Mellal, Maroc 2019
Advanced Technician Diploma in Software Development

Learned C#, SQL Server, MERISE, Java, HTML/CSS, Android.

Victor Hugo High School — Béni Mellal, Morocco 2016
Scientific Baccalaureate — Physics

High school diploma - science specialization.

Web Server Security & IDS/IPS Deployment

Deployed an IIS web server in a Windows virtual machine.

Installed intrusion detection and prevention systems (IDS/IPS).
Analyzed and mitigated common DVWA vulnerabilities (XSS, SQLI).
Strengthened security via OS hardening and application configuration.

Red Team Training Methodology — VulnHub + Project Management

Designed a technical training strategy for Red Team analysts.

Used VulnHub machines with recent vulnerabilities (CVE 2023/2024).
Managed training planning and follow-up using PMI/Prince2
frameworks.

Built progressive learning paths with realistic cybersecurity scenarios.

2/2

- Active Directory

- Arabic: Native

- English: Fluent / Technical
(Cambridge PET certified)

- French: Intermediate
(spoken/written)



