
IMAD OUGUAHI
� +212 613 833 197 | # ouguahii@gmail.com | ï imad-ouguahi

� imadouguahi.me | § TH3-HUNT3R | ò HTB: 69HUNT3R

SUMMARY

Certified penetration tester (Security+, CWES) with a Master’s in Cybersecurity and 4 years of enterprise experience. A recent
1st-place CTF winner with an offensive mindset, I specialize in auditing complex infrastructures, identifying critical
vulnerabilities, and continuously pushing technical boundaries.

PROFESSIONAL EXPERIENCE
GM SARL Dec 2020 – Dec 2024
Cybersecurity Consultant & Email Security Specialist Tangier, Morocco

– Architected and deployed email authentication frameworks (SPF, DKIM, DMARC) across 20+ enterprise domains,
reducing successful phishing attacks by 90%.

– Conducted Black/Gray Box penetration tests, identifying critical vulnerabilities in web applications and network
infrastructure.

– Led advanced OSINT investigations for threat profiling and spearheaded the company’s new branch operations in
Istanbul, Turkey.

– Delivered cybersecurity awareness training sessions for over 100 employees.
EcoSmart Business Aug 2019 – Feb 2020
Web Security Developer (Intern) Beni Mellal, Morocco

– Developed secure web applications adhering to "Security by Design" principles and OWASP Top 10 mitigation
strategies.

– Conducted comprehensive code reviews and manual security audits, remediating critical vulnerabilities (SQL Injection,
XSS, CSRF).

SKILLS

Offensive Security : Web/Network/Mobile Pentesting, AD Exploitation, Bug Bounty, Android Reverse Engineering, OSINT
Tools & Defense : Burp Suite, Metasploit, Cobalt Strike, BloodHound, Nessus, Splunk (SIEM), EDR, Wireshark
Tech & Standards : Python, Bash, PowerShell, Rust, C#, OWASP Top 10, MITRE ATT&CK, ISO 27001, PTES

MAJOR PROJECT
CloudReaper | Cloudflare Bypass & Reconnaissance Tool

– Developed a professional offensive tool exposing origin IP addresses behind Cloudflare using advanced OSINT
techniques (DNS history, SSL certificates, SPF).

– Designed a high-performance, multi-threaded Python architecture featuring an intelligent verification engine with
multi-factor scoring.

CERTIFICATIONS

Security+ CompTIA | CWES HTB | CRTA CWL | ISO/IEC 27001:2022 Associate SkillFront

EDUCATION
Data Protect / SkillsLab (JobInTech) Aug 2025 – Dec 2025
Intensive Bootcamp: Advanced Penetration Testing & Red Teaming Casablanca, Morocco
SUPEMIR 2024 – 2025
Master’s in Communication Systems, Datacenter & Cybersecurity Casablanca, Morocco
FST Settat 2019 – 2020
Professional Bachelor’s Degree in Cybersecurity Settat, Morocco
ISTA NTIC 2016 – 2019
Specialized Technician Diploma in Software Development Beni Mellal, Morocco

LANGUAGES

English : B2 (IELTS Certified, 2026) | French : B2 (TCF TP Certified, 2026) | Arabic : Native

https://linkedin.com/in/imad-ouguahi
https://imadouguahi.me
https://github.com/TH3-HUNT3R
https://app.hackthebox.com/public/users/89146
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